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Abstract

In recent years, terrorist organizations have invaded
cyberspace and made it an arena for fighting. Not only are these
organizations relying on military force, such as weapons, armor
and bombs, but they have become smarter, their strategy and
tactics have become technologically oriented. In addition,
terrorist activities are no longer limited to carrying out physical
attacks, but they seek to attack their victims by sabotaging the
infrastructure of states from anywhere in the world and in a
manner that conceals their actual identity through dark network
techniques.

This research aims to study and analyze three main
aspects raised by the subject of criminal policy in the face of
cyber terrorism:

The first aspect: relates to the concept of cyber terrorism
and the distinction between it and some of the concepts that may
be mixed with it, and what are the reasons that led to its
emergence? What tools are used to carry out cyber attacks?
What are the factors that drive terrorists to launch such attacks?
What are his destinations? What are the manifestations and
forms of cyber terrorism?

The second aspect: is the question of the legal nature of
the crime of cyber terrorism, and what are forms of the crime of
cyber terrorism? How did the legislator deal with them in
comparative legislation?

The third aspect: the combat against cyber terrorism and
the Dbest strategy in facing and confronting it, and what
preventive measures should be taken by organizations,
governments and companies to avoid cyber attacks? How can
incidents of cyber terrorism be managed, mitigated and reduced
in harm's way? and how are the consequences of cyber terrorism
being managed?
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A Enver Bucaj, The Need for Regulation of Cyber Terrorism Phenomena in

Line With Principles of International Criminal Law, Acta Universitatis
Danubius. Juridica, Vol. 13, No. 1, 2017.
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Art. 323-1 Modifié par LOI n° 2015-912 du 24 juillet 2015- art. 4: « Le fait d'accéder

ou de se maintenir, frauduleusement, dans tout ou partie d'un systeme de traitement

automatisé de données est puni de deux ans d'emprisonnement et de 60 000 € d'amende.
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Lorsqu'il en est résulté soit la suppression ou la modification de données contenues dans
le systéme, soit une altération du fonctionnement de ce systeme, la peine est de trois ans
d'emprisonnement et de 100 000 € d'amende.
Lorsque les infractions prévues aux deux premiers alinéas ont été commises a l'encontre
d'un systéme de traitement automatisé de données a caractére personnel mis en ceuvre par
I'Etat, la peine est portée a cinq ans d'emprisonnement et a 150 000 € d'amende.

el iy 9 SN lajY) dgalse (8 Slad) Gl 50 Jon dealddll (e 2i3alg
Romain BOOS, La lutte contre la cybercriminalité au regard de I'action des Etats.
Thése, Université de Lorraine, 2016. p. 106 et s.
' Art. 323-2 Modifié par LOI n° 2015-912 du 24 juillet 2015- art. 4: « Le fait

d'entraver ou de fausser le fonctionnement d'un systeme de traitement automatisé de
données est puni de cinq ans d'emprisonnement et de 150 000 € d'amende.

Lorsque cette infraction a été commise & l'encontre d'un systéme de traitement
automatis¢ de données a caractére personnel mis en ceuvre par 1'Etat, la peine est
portée a sept ans d'emprisonnement et a 300 000 € d'amende.

A Art. 323-3 Modifié par LOI n° 2015-912 du 24 juillet 2015- art. 4: « Le fait

d'introduire frauduleusement des données dans un systeme de traitement automatisé,
d'extraire, de détenir, de reproduire, de transmettre, de supprimer ou de modifier
frauduleusement les données qu'il contient est puni de cing ans d'emprisonnement et de
150 000 € d'amende.
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https://www.legifrance.gouv.fr/affichTexteArticle.do;jsessionid=124043F8D37C7D1C2E6898D0BED28104.tplgfr30s_3?cidTexte=JORFTEXT000030931899&idArticle=LEGIARTI000030933630&dateTexte=20150727
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Lorsque cette infraction a ét¢é commise a l'encontre d'un systeme de traitement
automatisé de données a caractére personnel mis en ceuvre par 1'Etat, la peine est
portée a sept ans d'emprisonnement et a 300 000 € d'amende.
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18 U.S.C ff 1030 (€) (2) (A) —(B).

See Also. Mary M Calkins, They Shoot Trojan Horses, Don’t They? An

EconomicAnalysis of Anti-Hacking Regulatory Model, Georgetown Law Journal,
November, 2000. At 3-5.
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http://www.usdoj.gov/criminal/cybercrime/lyttlePlea.htm

A 18 U.S.C 1030 (e) (2) (A) —(B).

3 . .
) See also Michael Lee, et al., Comments, Electronic Commerce, Hackers, and

The. Search for Legitimacy; A Regulator Proposal, 14 Berkley Tech. L.J., 839,
844 (1998).
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A L. Gainer, Federal Criminal Code Reform: A Past and Future, 2 Buuff. Crim
L. Rev 45, 65 (1998).
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& See. Steven D. Mitchell & Elizabeth A. Banker, Private Intrusion Response, Il

Harv. J.L and Tech 699, 704 — 709 (1998).
G Anal i) agey L VAAT daad 40V clualad) aladind sela) (pilE ety WS
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A See e.g., IND. CODE ANN. § 35-43-2-3. See also A LA. CODE § 13 A-8-102 (1994);

ALSKA STAT. § 11. 46. 484; ARK. CODE ANN. § 5-41; CAL. PEAL CODE § 502;
COLO. REV. STAT. § 185. 5102; CONN. GEN. STAT. ANN. § 53a-251; DEL.
CODE ANN. tit. 11, § 932; FAL. STAT. ch. § 815. 06; GA. CODE ANN. § 16-9-93;
IDAHO CODE § 18-2202; 720 ILL. COMP. STAT. 5/16D3, 5/15D7; IOWA CODE §
716A. 2; KAN. STAT. ANN. 21-3755; KY. REV. STAT. ANN. 8§ 434.845, 434.850;
ME. REV. STAT. tit. 17-A, § 432 ; MD. CODE ANN., CRIMES & PUNISHMENTS
8§ 146 ; MASS. ANN. LAWS ch. 266, § 120F ; MICH. COMP. LAWS ANN. §
752.795 ; MINN. STAT. ANN. 8§ 609.891 ; MO. ANN. STAT. § 569.099; MONT.
CODE ANN. § 456311 ; NEB. REV. STAT. 88 28-1343.01, -1347 ; NEV. REV.
STAT. § 205.4765 ; N.H. REV. STAT. ANN. 638.17 ; N.J. STAT. ANN. § 2C. 20-32
; N.M. STAT. ANN. 8§ 30-45-5; N.Y. PENAL LAW 88§ 156.05, 06, .10 ; N.C. GEN.
STAT. § 14-454 ; OHIO REV. CODE ANN. § 2913.04 ; OKLA. STAT. tit. 21, §
1953; OR. REV. STAT. 8§ 164. 377; 18 PA. CONS. STAT. ANN. § 3933; R.l. GEN.
LAWS § 11-52-3; TENN. CODE ANN. § 39-14-602; TEX. PENAL CODE ANN. §
33.02.
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b 52kl Agig Y iyl Aadl€e Jlaa b Cilayil popb oo A5l Aadie dfiny
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d See e.g., ARK. CODE ANN. § 5-41 — 104. See also ALA. CODE § 13A-8-102; ARIZ.

REV. STAT. § 13-2316; CAL. PENAL CODE § 502; COL. REV. STAT. § 18-55-
102; CONN. GEN. STAT. ANN. § 53a-251; DEL. CODE ANN. Tit. 11, §§ 934,935;
FAL. STAT. ch. 815.05; GA. CODE ANN. § 16-9-93; HAW. REV. STAT. § 708-892;
IOWA CODE § 716A.3 ; IDAHO CODE § 18-2202; 720 ILL. COMP. STAT. 5/16D3,
5/16D4 ; KAN. STAT. ANN. § 21-3755 ; LA. REV. STAT. ANN. § 14:73.2 ; ME.
REV. STAT. ANN. Tit. 17-A, § 433; MD. CODE ANN. CRIMES &
PUNISHMENTS § 146 ; MICH. COMP. LAWS ANN. §§ 752.795, 797 ; MINN.
STAT. ANN. § 609.891 ; MISS. CODE ANN. § 97-45-9 ; NEB. REV. STAT. § 28-
1343.01, -1345 ; NEV. REV. STAT. 205.4765 ; N.H. REV. STAT. ANN. § 638:17 ;
N.J. STAT. ANN. § 2C: 20-25 : N.M. STAT. ANN. §§ 30-45-4, 5 : N.Y. PENAL
LAW §§ 156.05, .20, .25, .26, .27 ; N.C. GEN. STAT. §§ 14-454, 455 : N.D. CENT.
CODE § 12.1-06.1-08; OKLA. STAT. tit. 21, §§ 1953, 1958 (1983 & Supp. 2000):
OR. REV. STAT. § 164. 377; 18 PA. CONS. STAT ANN. § 3933 R.I. GEN. LAW §
11-52-3; S.C. CODE ANN. § 16-16-20; TENN. CODE ANN. § 39-14-602; UTAH.
CODE ANN. § 76-6-703; AV. CODE ANN. § 18.2-152.4; VT. STAT. ANN. Tit. 13.
§ 4103; WIS. STAT. § 943. 70; WYO. STAT. ANN. § 6-3-502.
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@ See N. Y. PENAL LAW § 156.10.
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See. BBC News, Hackers Jailed over virus. Available at:
http://newsvote.bbc.co.uk/mapps.bbc.u.knews.
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H. Todd, Armed Attack in Cyberspace: Deterring Asymmetric Warfare with an
Asymmetric Definition, Air Force Law Review, Vol. 64, 2009. pp. 65-102;
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