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Abstract:

Deepfake is one of the most prevalent Artificial Intelligence
(AI) systems today. Due to its usability, low cost, and accessibility, it
has become one of the easiest ways to deceive recipients. Although
there are positive impacts of this technique in many fields, especially
in scientific and entertainment sectors, it can also lead to harmful
consequences. Therefore, the use of this technique can result in
economic, political, social, and security damages at both national and
international levels.

The European Union (EU) has recognized the seriousness of
Al systems in general, and deepfake technology in particular. As a
result, it adopted Regulation (EU) 2024/1689, known as the EU Al Act,
which is considered the first comprehensive legal framework for the
regulation of Al systems across the EU. This Act adopts a risk-based
approach that classifies Al systems into specific categories, each with
different applicable legal rules. The classifications include prohibited
practices, high-risk Al systems, and obligations for certain Al systems.

This research aims to study the legal regulation of deepfake
under the EU Al Act. In the first part, it will explain the definition of
this technique and its main characteristics. The second part will discuss
the applicable legal rules governing this technique, the obligations of
providers and deployers, and the penalties for violations of these
obligations.

Keywords: Deepfake — Artificial Intelligence — The European Union.
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available at: https://shorturl.at/XcmFO [Accessed: 29 July 2024].
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fundamentals-for-business-leaders.pdf [Accessed: 29 July 2024].
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Ranjan Mishra et al, The Understanding of Deep Learning: A
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April 2021, p. 1, available at:
https://onlinelibrary.wiley.com/doi/10.1155/2021/5548884 [Accessed:
29 July 2024].
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Matthew N. O. Sadiku, DATA MINING: A BRIEF INTRODUCTION,

European Scientific Journal, vol.11, No.21, July 2015, p. 509,

available at: https://core.ac.uk/download/pdf/328025049.pdf
[Accessed: 29 July 2024].
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Paragraph 1 of Article 3 of the EU Al Act. It provides that "‘Al system’
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varying levels of autonomy and that may exhibit adaptiveness after
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deployment, and that, for explicit or implicit objectives, infers, from
the input it receives, how to generate outputs such as predictions,
content, recommendations, or decisions that can influence physical or
virtual environments".
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Ruchi Bisht, What is Deepfake AI?, InfosecTrain, November 2023,
available at: https://www.infosectrain.com/blog/what-is-deepfake-ai/
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R. Mattioli, A. Malatras, Identifying Emerging Cyber Security Threats
and Challenges for 2030. Athens: ENISA, 2023, p. 31, available at:
https://shorturl.at/Ne7alU [Accessed: 10 August 2024]
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2022, p. 1, available at:
https://www.sciencedirect.com/science/article/pii/S026736492200063
2?ref=pdf download&fr=RR-2&rr=8b5e4ddfdb230fe6 [Accessed: 10
August 2024].
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K. Giles, K. Hartmann, M. Mustaffa, The Role of Deepfakes in Malign
Influence Campaigns. Riga: NATO Strategic Communications Centre
of Excellence, 2019, p. 8, available at:
https://stratcomcoe.org/pdfjs/?file=/publications/download/web_deep
_fakes report 11-08-2019.pdf?zoom=page-fit [Accessed: 10 August
2024].
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John R. Allen and Darrell M. West, The Brookings glossary of Al and
emerging technologies Commentary, The Brookings, 13 July 2020,
available at:
https://www.brookings.edu/articles/the-brookings-glossary-of-ai-and-
emerging-technologies/ [Accessed: 10 August 2024].
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17, available at: https://shorturl.at/R8k2n [Accessed: 13 August 2024].
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Josh A. Goldstein et al., Generative Language Models and Automated
Influence Operations: Emerging Threats and Potential Mitigations.
2023, p. 7, available at: https://arxiv.org/abs/2301.04246 [Accessed:
13 August 2024]
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'Deployers of an Al system that generates or manipulates image, audio

or video content constituting a deep fake, shall disclose that the content
has been artificially generated or manipulated. This obligation shall not
apply where the use 1s authorised by law to detect, prevent, investigate
or prosecute criminal offence. Where the content forms part of an
evidently artistic, creative, satirical, fictional or analogous work or
programme, the transparency obligations set out in this paragraph are
limited to disclosure of the existence of such generated or manipulated
content in an appropriate manner that does not hamper the display or
enjoyment of the work. Deployers of an Al system that generates or
manipulates text which is published with the purpose of informing the
public on matters of public interest shall disclose that the text has been
artificially generated or manipulated. This obligation shall not apply
where the use is authorised by law to detect, prevent, investigate or
prosecute criminal offences or where the Al-generated content has
undergone a process of human review or editorial control and where a
natural or legal person holds editorial responsibility for the publication

of the content."

9831 2N (0 palall oo bidaua ¥ £ V) (19 (B (heaad) it M) (399 Y il —_ VY



—_ Y0 b - (s Akt ALl Jo¥1 2l - A alaiE¥ g AOgILEN pglal) Alne

dgine il gl ol Bgeal) i€ ana el JEa)
s
B ey Jigea Cila et sl oLl Jadg Agaal) Gginall s Lilh
oS gl e il cARaal) b alky ol 41 Gt 8 Cagen ity L
S da e gLkl o) jend elad (addll Cigaa By

Ol cpe ZAIEN Balall cpe o Byaal) sl 2 celld ) dslay L
S oSt sl ol ol cpalad] (6 8 Gaeal) Gl pomse of S
Grandl Causll Jladl dudle (o e atll ey cdima Slaal ol (bl
S eeldY Gl Jged of Joill li€a 4l V) Galial il culs
lewge g iy (aladV) Gl ) duee Glaal o «clblS ol (o SUl
o asloiSl adl die juy 38 Lag Baoall Sl sda dgalsd Tasans
Sar s gl Brandl Canll Jadil palasl] ye (AT Sl Cangs
anl Gl A DA (e oDl i 4

o Slawgd) o claliid)l ) fale "L allias judag

aly (paladl) o b yaid ¥ el of i lee (gAY Cilingl
S SlasSall o Il Jre GULSIL el ol il Laad oy
AV ey i Elaal Cauiil Guead) Conill aladial 5 a8 L culalaial)
MW%@QP‘T~YV}£&€MMQ&Q&JQL@M\

¢Batiall dppall Chlay) ¢ eliaa¥) oS ihagll malipd) ¢ aeall cauill s '
:‘;s Ctmc\~ BZXAKAR }_Jﬁ
https://ai.gov.ae/ar/publications/

_— 9831 2N (0 palall oo bidaua ¥ £ V) (19 (B (heaad) it M) (399 Y il —_ )IVA


https://ai.gov.ae/ar/publications/

—_ Y0 b - (s Akt ALl Jo¥1 2l - A alaiE¥ g AOgILEN pglal) Alne

A L)) age) (gms Ao (08 il L OIS (Lusd) (Ao 8ygeall o3
AV Gl e cllalud) cilglag ¢ jsaaiall aagill aa ¢yg seina) Jelis
Caleal) b alell auagl) B Aglaa & al) i

Alail lidas (Ko B A dedal)l Y] oS5 JBad) g
ol dale G cagadly se3ll Hdss dpalai®) Culsall Ao Gread) Caniil
s ¢ aenll Gl 4 A5 (531 il agdll e ggall Ll LS
ad) LS L Ll (3al sl (Alall e oadle] (ggina oLy \galasinl oSy
bl sl S cana g sk Gl jgaa Caasi Ll Saall 0
Sld G o Lo Ll fledl) o Geall Gusn o el
celgs aa Ao Joall aladly Joall cagdl) (Y1 (e JS) Aali
el Libaall o cew Lo seh o2 Sl dgas s
byl cani Al jeds Al «(Deepfake geography)'da.esl)
Al a3 alaia) (Sasg thacliall HLEY] jgea @y 3 Ly (bl Al
Ridbia s ol Gl gl o Liba gial Gasell il 0
oausfl Jgaal) Clyad Hgeal dlasa LA 55 DA (e (S LS cAdiha
B n ol dadadally dsuaglll cilaxsll Jilaas gl cdualfy) cililaal

elly & )
Luke Hurst, How a fake image of a Pentagon explosion shared on
Twitter caused a real dip on Wall Street, 2023, available at:
https://www.euronews.com/next/2023/05/23/fake-news-about-an-
explosion-at-the-pentagon-spreads-on-verified-accounts-on-twitter
[Accessed: 1 September 2024].
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Bo Zhao et al., Deep fake geography? When geospatial data encounter
Artificial Intelligence, Cartography and Geographic Information
Science, vol. 48, no. 4, pp. 338-352, 2021. Available at:
https://www.tandfonline.com/doi/full/10.1080/15230406.2021.19100
75 [Accessed: 1 September 2024].
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Angelica Fernandez, 'Deep fakes": disentangling terms in the
proposed EU Artificial Intelligence Act, UFITA Archiv fur Medienrecht
und Medienwissenschaft, vol. 85, no. 2, pp. 392-433, 2021.
Available at:  htips://shorturl.at/vSEdL (Accessed: 1 September
2024).
oo S g maosd) S e b sl D)l cledd) Gul
Geinll e 4 Gl Sl ) elond elti) ) "ugysY Rl Zasliyy
e elausll Ogilal 13 adany LS L clGal (a3 3l Gaerticeall LauluY)
sinall 4S5Lie Ciliaiag due laia¥l Gludlly (3load) (e dadiyll Claially i)
Al e AlaidV) aie 8 et 4das Jichg i) e AaBY )y jiudl Cileaiay
oy paiiead) Ak ey Ly Allcad) cilogled) liily cugY) ye slally
Ol 138 aa dg iyl e cilaiall daiiieg dale Ay 3l0s Ll 35l
gt Cadaally agpg¥) Olabdl e alall YeTo/Y YY) sl e
Gl e iy Rl cledll sasdl el Gl YOYYVLN4
YN \‘/\ \/\ 1
relly 4 k)
The Digital Services Act package, The European Commission, 25 July
2024, available at:

https://digital-strategy.ec.europa.eu/en/policies/digital-services—

act-package [Accessed: 1 September 2024].
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"1. Providers of very large online platforms and of very large online
search engines shall put in place reasonable, proportionate and
effective mitigation measures, tailored to the specific systemic risks
identified pursuant to Article 34, with particular consideration to the
impacts of such measures on fundamental rights. Such measures may
include, where applicable: ....... (k) ensuring that an item of
information, whether it constitutes a generated or manipulated image,
audio or video that appreciably resembles existing persons, objects,
places or other entities or events and falsely appears to a person to be
authentic or truthful is distinguishable through prominent markings
when presented on their online interfaces, and, in addition, providing
an easy to use functionality which enables recipients of the service to
indicate such information".
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Proposal for a Directive on combating violence against women and
domestic violence, COM/2022/105 final, 2022, para. 19.
It was provided that "....... The offence should also include the
nonconsensual production, manipulation or altering, for instance by
image editing, including by means of artificial intelligence, of material
that makes it appear as though a person is engaged in sexual activities,
in so far as the material is subsequently made accessible to the public
by means of ICT without the consent of that person. Such production,
manipulation or altering should include the fabrication of ‘deepfakes’,
where the material appreciably resembles an existing person, objects,
places or other entities or events, depicts the sexual activities of a
person, and would falsely appear to other persons to be authentic or
truthful. In the interest of effectively protecting victims from such
conduct, threatening to engage in such conduct should also be covered.
Available at: https://rb.gy/y7rgwe [Accessed: 3 September 2024].
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European Commission, 'New Rules for Artificial Intelligence —

Questions and  Answers,!  Text, 2021, available at:

https://ec.europa.eu/commission/presscorner/detail/en/QANDA 21 1
683
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Lilian Edwards, Regulating Al in Europe: four problems and four

solutions, Ada Lovelace Institute, 2022, p. 5, available at:
https://shorturl.at/qCgfY [Accessed: 14 August 2024],
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Adrienne de Ruiter, The Distinct Wrong of Deepfakes, Philosophy &
Technology, vol. 34, pp. 1311-1332, 2021, p. 1313, available at:
https://link.springer.com/article/10.1007/s13347-021-00459-2

[Accessed: 14 August 2024].
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Casey Becker and Robin Laycock , Embracing deepfakes and Al-
generated images in neuroscience research, European Journal of
Neuroscience, vol. 58, no. 3, pp. 2657-2661, 2023, p. 2657, available

at: https://onlinelibrary.wiley.com/doi/10.1111/ejn.16052 [Accessed:
14 August 2024]. )
La.aj J.L’;.‘\\

Bart van der Sloot et al, Deepfakes: The Legal Challenges of the
Synthetic Society, Tilburg Institute for Law, Technology, and Society,
2021, p. 2, available at: https://shorturl.at/Hz38W [Accessed: 15
August 2024].

Al k) T
Europol, Facing reality? Law enforcement and the challenge of
deepfakes, an observatory report from the Europol Innovation Lab,
Publications Office of the European Union, 2022, pp. 19-20, available
at: https://shorturl.at/fBe72 [Accessed: 15 August 2024].
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Cristian  Vaccari and Andrew Chadwick, Deepfakes and
Disinformation: Exploring the Impact of Synthetic Political Video on
Deception, Uncertainty, and Trust in News, Social Media + Society,
vol. 6, no. 1, 2020, p. 2, available at:
https://journals.sagepub.com/doi/10.1177/2056305120903408
[Accessed: 15 August 2024].
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David J. Oberly, Analyzing the EU Artificial Intelligence Act:

Spotlight on Biometrics, Baker Doneslon, 16 May 2024, available at:
https://shorturl.at/N3n6k [Accessed: 18 August 2024]
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"1. The following Al practices shall be prohibited: (a) the placing on
the market, the putting into service or the use of an Al system that
deploys subliminal techniques beyond a person’s consciousness or
purposefully manipulative or deceptive techniques, with the objective,
or the effect of materially distorting the behaviour of a person or a
group of persons by appreciably impairing their ability to make an
informed decision, thereby causing them to take a decision that they
would not have otherwise taken in a manner that causes or is
reasonably likely to cause that person, another person or group of
persons significant harm".
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Ziolkowski and others v Land Berlin, Case C-424/10 and C-425/10,
EU:C:2011:866, 2011, paragraphs 37, 42 and 43, available at:
https://eu.vlex.com/vid/judgment-of-the-court-838702989
The Court relied on recitals to ascertain the purpose of the Citizenship
Directive, and the structured nature of the rights contained in it.

-l = i) "
Case C-803/79 Gérard Roudolff EU:C:1980:166, para 7, available at:
https://eur-lex.europa.ecu/legal-
content/FR/TXT/?uri=CELEX%3A61979CJ0803
The Court declared that where the text is ambiguous, it shall be
examined in light of its purpose.

relly b Ly T
The meaning of deceptive, The Cambridge dictionary, available at:
https://dictionary.cambridge.org/dictionary/english/deceptive
Deceptive means " making you believe something that is not true".
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Annex III High-risk AI systems referred to in Article 6(2),
REGULATION (EU) 2024/1689 OF THE EUROPEAN
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Paragraph 3 of Article 6 of the EU AI Act. It provides that "........ an
Al system referred to in Annex III shall not be considered to be high-
risk where it does not pose a significant risk of harm to the health,
safety or fundamental rights of natural persons, including by not
materially influencing the outcome of decision making. The first
subparagraph shall apply where any of the following conditions is
fulfilled:

(a) the Al system is intended to perform a narrow procedural task;

(b) the AI system is intended to improve the result of a previously
completed human activity;

(c) the AI system is intended to detect decision-making patterns or
deviations from prior decision-making patterns and is not meant to
replace or influence the previously completed human assessment,
without proper human review; or

(d) the AI system is intended to perform a preparatory task to an
assessment relevant for the purposes of the use cases listed in Annex
1.
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European Parliament’)s Committee on Legal Affairs, Report on
artificial intelligence: questions of interpretation and application of
international law in so far as the EU is affected in the areas of civil and
military uses and of state authority outside the scope of criminal
justice. 2020/2013(INT). 2021, available at:
https://www.europarl.europa.eu/doceo/document/A-9-2021-
0001 EN.html [Accessed: 26 August 2024]
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European Commission, Proposal for Regulation of the European
Parliament and the Council laying down harmonized rules on Artificial
Intelligence (Artificial Intelligence Act) and amending certain union
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legislative acts. COM (2021) 206 final, 2021, available at:
https://shorturl.at/UCaMI [Accessed: 26 August 2024]
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M Matus Mesarcik et al., Stance on The Proposal for a Regulation,
Op. cit., pp. 7-8.
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'Deployers of an Al system that generates or manipulates image,

audio or video content constituting a deep fake, shall disclose that the
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content has been artificially generated or manipulated. This obligation
shall not apply where the use is authorised by law to detect, prevent,
investigate or prosecute criminal offence. Where the content forms part
of an evidently artistic, creative, satirical, fictional or analogous work
or programme, the transparency obligations set out in this paragraph
are limited to disclosure of the existence of such generated or
manipulated content in an appropriate manner that does not hamper the
display or enjoyment of the work".
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The European Commission, High-Level Expert Group on Artificial
Intelligence, ETHICS GUIDELINES FOR TRUSTWORTHY Al 8
April 2019, p. 14, available at: https://shorturl.at/6agBc [Accessed:
27 August 2024]
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"Transparency means that Al systems are developed and used in a way

that allows appropriate traceability and explainability, while making
humans aware that they communicate or interact with an Al system, as
well as duly informing deployers of the capabilities and limitations of
that Al system and affected persons about their rights."
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Danielle K. Citron and Robert Chesney, Deep Fakes: A Looming
Challenge for Privacy, Democracy, and National Security,” California
Law Review, vol. 107, no. 18, pp. 1753-1820, 2019, p. 1767, available
at: https://shorturl.at/Q1Y gg [Accessed: 26 August 2024]
elly bl "
Joshua Habgood-Coote, Deepfakes and the epistemic apocalypse,
Synthese, vol. 201, no. 3, 2023, p. 14, available at:
https://link.springer.com/article/10.1007/s11229-023-04097-3
[Accessed: 26 August 2024] )
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Michael Veale and Frederik Zuiderveen, Demystifying the Draft EU
Artificial Intelligence Act — Analysing the good, the bad, and the
unclear elements of the proposed approach, Computer Law Review
International, vol. 22, no. 4, pp. 97-112, 2021, p. 106, available at:
https://papers.ssrn.com/sol3/papers.cfm?abstract id=3896852
[Accessed: 26 August 2024]
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Centre for Digital Governance, Op. cit.
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Francesca Palmiotto, Detecting Deep Fake Evidence with Artificial
Intelligence A Critical Look from a Criminal Law Perspective, 2023,
available at:
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=4384122
[Accessed: 26 August 2024]
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Natali Helberger and Nicholas Diakopoulos, ChatGPT and the Al Act,
Internet Policy Review, vol. 12, no. 1, 2023, pp. 3-5, available at:
https://policyreview.info/essay/chatgpt-and-ai-act  [Accessed: 26
August 2024]
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"Deployer" means a natural or legal person, public authority, agency
or other body using an Al system under its authority except where the
Al system is used in the course of a personal non-professional activity."
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Future of Life, General Purpose Al and the Al Act, May 2022, pp. 3-4,

available at: https://shorturl.at/DbMoC [Accessed: 14 Septmber 2024]
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Paragraph 3 of Article 3 of the EU Al Act. It provides that "provider"

means a natural or legal person, public authority, agency or other body

that develops an Al system or a general-purpose Al model or that has

an Al system or a general-purpose Al model developed and places it

on the market or puts the Al system into service under its own name or
trademark, whether for payment or free of charge."
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Article 50/2 of the EU Al Act.
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